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Abstract
The growing use of online services advocated the emergence of digital identity as a
mechanism of data security and personal information protection that can increase the trust
among online users and applications. This paper introduces a new security system
developed around the digital identity concept, implemented using a federative multifactor
strong authentication framework and tested in an authentic online educational setting to
accomplish the complete life cycle of business privacy. System performance evaluated on
a sample of 108 students revealed an excellent acceptance and confidence among the users.
Keywords: Digital Identity, Federative System, Strong Authentication, Authorisation and
Integration

1.

Introduction

Nowadays, digital channels are essential means for companies and institutions to reach
their customers, so keeping it all secure is a primary concern of every information system.
The ubiquity of digital technology in society and the penetration of personalised online
services, which hold and transfer the personal information of their users, have increasingly
boosted the development of new mechanisms for online user identity verification and for
guaranteeing the validity of personal information disclosed in a digital context.
In connected electronic markets, where multiple actors are involved, public and private
sectors must pursue mutual standards and tools, like digital identity [11], to foster
interoperability between applications and data and promote collaboration among
competing players in a secure and assertive digital environment.
A key factor of information systems, security relies on people, technology and
regulation all working together to prevent illegal intrusions. The frequent use of digital
services, each with its identification and authorisation system, often generates challenges
for citizens, companies and public authorities who have to collect, manage, and share
personal information related to their real identity, private or professional activities,
including information collected via communication devices like smartphones, smart meters
or intelligent TV. In the case of companies, weak authentication and authorisation impact
their activities and public image and may generate long-term immeasurable damages.
This paper introduces a new online federative strong authentication system, developed
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during the LegitimID project, available at https://legitimid.com/id, built around the digital
identity concept and related standards that generates and validates digital user identity and
authorises remote access to other services and applications. Apart from other solutions, the
proposed approach eliminates the need to acquire and transmit personal data for validation,
such as a user's identifier, a password, biometric data, or one-time codes, from the user
devices to the server.

2.

Digital Identity and Related Key Concepts

Digital identity symbolises an individual's identity in cyberspace, exploited to recognise
the holder through a digital identifier like an e-mail address, a phone number or a particular
URL [8], and authorise the use of digital services or the access to the enterprise system.
Traditionally centralised solutions for digital identity management have been exposed to
fault errors, fragmented identity management, phishing attacks, internal attacks or privacy
leaks [16]. This section aims to answer to the following outstanding question for
information systems “Why is digital identity a key solution for information system
security?”.
A challenging and critical topic for enterprise system security, the digital identity has
proved to be helpful as a single starting point in the authentication process [2] that can be
integrated with other more robust solutions for identity validation, such as biometrics,
additional data provided by users, a photo, a selfie or device linked technologies. However,
a digital identity platform has to carry out various authentication and authorisation contexts
as well as integration requirements.
Authentication represents the identification of users and confirming that they are whom
they claim to be, while authorisation is the process of establishing a user's rights and
privileges [20]. Both processes play equally important roles in securing sensitive data
assets against attempted information theft or unauthorised access [14].
A strong authentication mechanism employs many factors to verify users’ identity [20,
21] like knowledge (e.g. a password, the answer to a question), possession (e.g. a
cryptographic key, a mobile device, a smartcard, a security key), or inherence (e.g.
behaviometrics, fingerprint, voice, eye or face recognition) [7]. Recent technological
advancements favour robust security solutions that deploy several stratagems to
completely impersonate the individual in an online environment [6].
Research conducted by FIDO [9] disclosed that only 16% of businesses use strong
authentication mechanisms in their enterprise systems. Furthermore, mainly because web
browsers provide low support for robust authentication [9], a limited number of online
robust authentication solutions exist. Additional motivations for the low-level adoption and
usage of strong authentication in business are the inappropriate user experience of many
systems [9] and the lack of easy-to-use facilities [15].
As companies become more and more favoured to adopt password-free authentication
solutions, they tackle a mix of authentication techniques, such as single passwords (OTPs)
sent via SMS or e-mail, single sign-on (SSO), and multi-factor authentication (MFA), and
biometrics-based authentication. All may improve the users' confidence in the
authentication process and assure support for the implementation of enhanced security
levels beyond what passwords usually provide.
Authorisation occurs after the user's identity authentication and provides full or partial
access to critical information or resources, such as funds or data revealed from databases
[20]. For example, in an organisation, the digital identity of one employee is first verified
and confirmed during the authentication process, and then she or he is authorised to access
the appropriate set of digital resources.
Standard authorisation techniques [20] used nowadays are:
 The role-based access control manages system-to-system and user-to-system
privileges.
 JSON web token (JWT) is an open standard for securely transmitting data between
parties that authorises users by means of a private-public key pair.
 Security Assertion Markup Language (SAML) is an SSO standard in which
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information for validation of digital identity is exchanged through digitally signed
XML documents.
 OpenID protocol provides an open, decentralised user-centric framework for
authentication through a digital identity [19].
 Open Authorisation 2.0 (OAuth) is a de facto industry standard designed for tokenbased authorisation on the Internet [18], supervised by Internet Engineering Task Force
(IETF). OAuth allows third-party services to access and exploit end users’ account
information.
In the past years, relevant open-source protocols have been developed to facilitate the
integration and exchange of secure data among stakeholders. Widely adopted by Internet
identity providers, OpenID Connect (OIDC) is an identity protocol that uses OAuth 2.0
authorisation and authentication mechanisms. OIDC was developed by the OpenID
Foundation, with the involvement of companies like Google and Microsoft [19]. While
OAuth 2.0 is an authorisation protocol, OIDC is an identity authentication protocol and
can be used to verify the identity of a user at customer service. In addition, the user claims
such as name and e-mail address can also be shared upon request.
OpenID Connect uses OAuth 2.0 as its core protocol and has built-in mechanisms for
notifying, requesting, and transmitting user consent [19]. OIDC is appropriate for
consumer-oriented services, where the exchange of personal data requires the user's
explicit consent. OpenID Connect represents a powerful alternative to the more complex
SAM, and it is especially suitable for mobile applications.
Digital identity models are structured around scopes, roles and claims for protected
entities like sensitive personal data, links between persons and organisations, and dataconsuming applications, either through secure JWT requests to the Identity Server or
through API services accessed after consumers' authentication or authorisation.
As reviewed in [12], different digital identity-based solutions have been proposed with
promising results. However, to foster adoption and implementation on a large scale,
additional solutions, experimental studies and regulations are needed [8]. The following
sections introduce the architecture of a new authentication system, LegitimID,
implemented and tested in a genuine academic context and address the overall research
question: What are the most significant factors that influence LegitimID system adoption?

3.

LegitimID System Overview and Main Functionalities

Developed with a user-centred approach, LegitimID is a real-time federative authentication
system that implements a bunch of alternative multifactor authentication solutions, like
cryptographically-based verification that uses randomly generated image codes
communicated via the mobile phone as voice calls [5], SMS or one-time code.
It is regulatory compliant as it relies on open security standards that foster integration
with third-party web applications and protects users' personal data following the
requirements of national laws and European directives like GDPR and NIS. The system
was designed to assure protection so that it limits as much as possible the amount of
personal information collected or transferred.
The identity framework envisages compliance with GDPR principles [17], such as data
minimisation, applicability and storage limitation. It also considers the rights of individual
users to delete their own data (the right to be forgotten), the right to access personal data
and rights related to automatic data processing. To accomplish this goal, federative identity
providers were defined to support a range of data query options and to enable
pseudonymous access to digital services whenever possible and even where complete
identification is required.
The authorisation is managed via QR (Quick Response) or NFC (Near Field
Communication) in a face-to-face scenario, increasing the security of both users and
applications and reducing fraudulent access and management costs.
LegitimID system consists of subsystems that run real-time validation services and
manages digital identity, with the aim to ensure a continuous presence on the Internet of
legitimate users. Digital identity services are exposed and operated based on OpenID
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Connect and OAuth standards.
The architecture of the LegitimID system is depicted in Fig. 1 and includes the
following subsystems and joining actors.
 Identity Server is a web application that exposes a critical live service, helping to
verify the authenticity and authorise users. It implements real-time communications
via voice, SMS, and e-mail messages, through secure protocols, like HTTPS, based on
digital certificates and prompt validation. It employs the OpenID Connect standard and
the OAuth authentication protocol and is developed using the Duende Identity Server
and Microsoft ASP.NET, in conjunction with the Identity Framework.
 Database system is compliant with the OpenID Connect and OAuth standards and
ensures the management of digital identities. The database includes entities such as
Customer, User, Resource, Process, Card etc. The database subsystem was
implemented using the Microsoft SQL Server 2019 Developer Edition.
 Card management system administers physical cards programmed according to NFC
Data Exchange Format standard (NDEF), that uses NTag 424DNA chips and can
encrypt data according to Advanced Encryption Standards (AES). The chip
programming system based on the AES standard ensures a high level of protection for
services, data and users’ personal information due to the security encryption of keys
and passwords. This solution uses the association of the digital identity with the
physical cards as it ensures a higher level of personal data protection through
anonymization and encryption and is compliant with GDPR regulations.
 User identity management system approaches the OpenID Connect protocol for
managing digital identities, properties and cards. The user identity and quality
management system was developed using the Microsoft Identity Framework software
system.
 Web component offers a single point of access in the system, available at
https://legitimid.com/id, exposing the digital identity service and providing secure
access through open protocols for data connection and protection. All requests received
by the web component are verified and registered so that demands for data stored in
the local database system and those reformulated for federative access to partners'
databases are in accordance with good practice in the field and data protection policies.
 Management subsystem ensures the remote operation of data centre resources and
facilitates software update, monitoring, audit and definition of digital identities.
 Support / Call centre provides interaction with users to resolve any operational issues.
 Partner represents a legal entity that uses LegitimID resources to issue digital
identities and provides support for the federalisation of identity services.
 Online users are individuals for whom LegitimID has issued a digital identity. People
use their digital identities to authenticate, authorise, and access Internet services or
applications, which can verify the authenticity and validity of the request in real-time.

Fig. 1. The conceptual model of the LegitimID system

Specific software components were designed and implemented to support the
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integration of the LegitimID system with third-party web services and applications, as
follows:
 A support component that integrates telecommunication systems like telephony,
messaging, and mobile phone data was developed using the .NET Framework. It
includes software components needed for the mobile and fixed voice and GSM
communications service, for short tagged text messages (SMS) integrated with the
Identity Server. Telecommunication services ensure the integration and real-time
transmission of SMS messages, including the LegitimId tag service, carrying out phone
calls or audio records like unique passwords, sending e-mails and synchronising all
communication events with the user's authentication status.
 Entities modelled and stored in the database can be dynamically reconstituted by the
system based on data extracted from the local database or via federalisation,
respectively, by gathering data from partners' databases through remote access.
Sensitive data is only accessible during specific events assigned and managed by the
authenticated user and is exclusively stored in the partners' databases without being
temporarily saved in the telecommunications chain. All components of the LegitimID
system dynamically identify the partner and data source and establish real-time access
through the appropriate communication channels.
The primary relationships among the components of the LegitimID system are featured
in fig. 1 and consist in:
1 - A link between the data centre and the management system:
The software components connect to the data centre through secure HTTPS protocol,
using configuration files and digital certificates, and perform validation using the OpenID
Connect protocol.
2 - The relationship between the LegitimID core system and partners:
Each partner has a connector handled by the LegitimID system for retrieving data from
the local databases via a Virtual Private Network or HTTPS connection, ensuring system
functionality and access to protected personal data without retaining, storing, or reusing
users' data. For monitoring and auditing purpose, logs are used at both peers of the
connection. A distinct class of partnership is real-time communication services by
telephony, GSM, Internet and power supply.
3 - Data stream in exploration so far, authenticate users via web browser, and then
applications or services are accessed using the OpenID Connect or OAuth standard to
enable single and universal authentication via digital identity. For experimental purposes,
the automatic recognition of LegitimID authentication has been implemented in Word
Press and Moodle systems and personal data are exposed through the Web component so
that the user recognises and controls the process knowingly.
4 - The connection between the LegitimID system and final customers or partners aims
to provide a rapid response to different types of incidents in the case of faults or complaints
registration. This category ensures optimal operation and implementation of services and
involves skilled labour and specialised support applications.
5 - The relationship between the support system and the data centre is carried out
through secure data connections like VPN or HTTPS protocol and uses digital certificates
and X509 infrastructure.
6 - The support and management systems connection relies on secure phone data and
less formal means. The management system monitors all activities, considering the
necessary measures for optimal operation. The release of digital identities is achieved
through collaboration between the LegitimID system and partners after verification of
physical identities and warranting a secure distribution environment.
The flow of activities during the federative authentication process implemented in the
LegitimID system consists in:
1. The enrolment of new users and generation of digital identity or verification of
existing digital identity;
2. Users’ authentication;
3. Querying data in a federative environment is used to communicate authentication
data and attributes to an applicant named rely-on-party (RP), requesting identification of

REVEIU ET AL.

LEGITIMID: A FEDERATIVE DIGITAL IDENTITY SYSTEM FOR STRONG AUTHENTICATION

information about a third party.
Splitting activities of the federative authentication process gives digital service
providers the flexibility to select one digital identity system and increases the flexibility of
information systems to approach privacy-enhancing techniques as critical elements of
identity systems at any level of security.
We tested the LegitimID system in an online-educational environment with students in
the 2nd year of the undergraduate program in Economic Informatics at Bucharest
University of Economic Studies in May 2021 and the COVID-19 context. The conceptual
framework previously introduced was updated accordingly. The business specifications of
the LegitimID system in the educational context are depicted in fig. 2 and include the
following components:
1. The workstation of the teacher, connected to the Internet (Professor);
2. Mobile device (phone, tablet) with an Internet connection and with the ability to scan
QR optical codes (M);
3. Student’s workstation in videoconferencing, connected to the Internet (Student);
4. Student's mobile phone with an Internet connection (T);
5. The Internet authentication system running the LegitimID service (AuthService);
6. Voice and SMS communication system, connected to the GSM telephone network
(CommService);
7. Partner system in this testing context (Partner). The support system for education is
run by the Bucharest University of Economic Studies (BUES).

Fig. 2. Business specifications for the LegitimID system architecture

4.

Use Cases

Many of the notions and properties associated with digital identity have been refined over
time and concern these definitions such as identifier, uniqueness, authentication,
anonymity, pseudonymity, trust, reputation, etc.[4].
In the case of LegitimID, digital identity is structured on several levels (scopes, roles,
claims), some protected. There is a level called public, equivalent to the default purpose
required by the OpenID Connect protocol for Single Sign On: name, first name, email,
phone number, and other protected levels (scopes) that provide the context necessary to
operate certain applications (title, year of study, report card, birth date, etc.) levels that can
be resolved through federal access to data. This dataset will be automatically populated
with the LegitimId card data associated with the digital identity (Series, NFC UUID, QR
hyperlink). The LegitimId system associates a PIN code derived by default from the phone
number.
The issuance of the digital identity is an administrative process that is carried out on
the basis of an agreement/contract between the issuing institution (in this example, the
university) and the consortium of companies operating LegitimId services. Fig. 3 describes
the steps taken by the designated person to take possession of the digital identity. The
process (marked with green in Fig. 3) has been elaborated and perfected in collaboration
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with The Faculty of Economic Cybernetics, Statistics and Informatics. The process has to
be limited in time (e.g., 10 hours), shorter being more secure, a longer timeframe being
less secure. Fast interaction of the designated user is necessary; therefore, SMS has the
necessary attributes to alert the user that action must be taken.
When registering in the LegitimID database, two messages are automatically generated
for the user: an SMS message to the registered mobile phone number and a message by
email. The purpose of the SMS message is to inform the user in real-time that the LegitimId
digital identity/card has been generated and to draw attention to the email message for the
situation where the LegitimId message is marked in the email client as spam/junk message.
The SMS message has the label LegitimId on all mobile networks, including international,
and does not support replay.

Fig. 3. LegitimID's steps of digital identity activation process.

The issuance of the LegitimId digital identity triggers a process of interaction with the
user (person) of the system on whose behalf the identity has been defined. The interaction
involves the user's action on the LegitimId system based on the received automatic
messages and aims to activate the account associated with the digital identity. The
following steps are taken to activate the LegitimId digital identity account:
email and SMS communication of digital identity issuance;
 email confirmation (I);
 confirmation of the telephone number by authentication (II);
 display/download QR code (III).
Once the LegitimId digital identity account is activated, the user can experience the use
of SSO by accessing, for instance, the Moodle Learning Management System (LMS) and,
optionally, customize the multifactor authentication system for a different authentication
method from the default one, which uses voice dictation in a phone call.
The steps the user goes through in the interaction with the LegitimID system to confirm
the digital identity and activate the associated account are illustrated in Figure 3 and are
marked in black. The blue and brown mark the actions that can take place after the digital
identity account is active and the user is logged in.
The user of the LegitimId system has, at this stage, the objective of activating the
account and taking possession of the LegitimId physical identity card and, in its absence,
obtaining the QR optical code associated with the digital identity. The QR optical code,
present on the physical card or downloaded in electronic format, is used in online work
sessions (video conferencing, oral exams, etc.) to confirm identity. Authenticated partners
who have the right to access databases with sensitive personal information can validate
their identity in real-time.
Now, we discuss the scenarios that have been deployed to test the LegitimID solution.
The identity verification process offered to the user by LegitimID is a multifactor
authentication approach, with minimum two-factor authentication (2FA). The user can
customize the authentication process to meet his or her needs. The first authentication
factor is either:
 The PIN code (could be a secret phrase) chosen by the user,
 encrypted NFC card issued by the LegitimId service.
The usual scenario may consist of a physical card issued by the LegitimId service, on
which the QR code is printed along with the encrypted NFC embedded chip. The web
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hyperlink is not part of digital identity, it is a materialized pointer towards QR, NFC,
printed hyperlink and can be changed at any time for identity protection. The QR code can
be printed on a physical card or stored in a digital format that may be displayed on and
consequently scanned from a smartphone, tablet, computer screen, etc.
The second authentication factor is represented by the response that the user actually
provides back to the system as an input reaction to one of the following:
 telephone call (voice indicates image selection);
 hyperlink in an SMS message (colour selection);
 hyperlink in an SMS message (voice indicates image);
 hyperlink via email (colour selection);
 authenticator (mobile application, 6-digit code) for the offline scenario.
Users have tested all combinations of first-second pairs factor. Either online or in a physical
environment, the organizer of the event schedules a certain activity (lecture, seminar,
brainstorming, etc.) for the given audience (students, colleagues, etc.). The organizer of
the activity (event) has access to the necessary subset of participants' personal data once
the participant is authenticated through one of the first factors.
In the online environment, the participant’s QR code is scanned using a smartphone, tablet,
or camera connected to a computer.
In the physical environment, the previously described procedure based on the QR code
may be replicated, or the encrypted NFC card issued by the LegitimId service can be used
in connection with an NFC reader. The LegitimId NFC card reader allows establishing and
maintaining a secure connection, based on digital certificates, through the HTTPS protocol
with legitimid.com communication nodes to transfer real-time NFC card data.
The entire authentication process required by the LegitimID solution has minimum
two-factor authentication (2, since the mobile device itself, may have additional factors for
verifying the identity of the user, such as iris/retina scanner, face recognition, screen lock
PIN or pattern, fingerprint scanner, etc., hence multifactor authentication. With a
smartphone or tablet, the authentication process involves scanning the optical QR code and
then entering the verification code displayed by the authenticator. Successful completion
of these operations will automatically change the authentication mode to authentication
with the configured authenticator. Backup codes will also be displayed in case the
authenticator does not work, or the account has been deleted (by mistake). If the user loses
control of her or his account, authentication will automatically switch to SMS mode on the
first successful authentication with an authentic NFC card.

5.

Interpreting User Feedback

The LegitimID multifactor authentication solution has been primarily tested in the
academic environment and, consequently, we conducted a survey among the students that
have been involved in the pilot project. The data have been collected from 108 respondents,
students in the Economic Informatics program, within The Bucharest University of
Economic Studies. The survey concerned a variety of collateral observed variables related
to the age of the respondents (20 and 21 years of age), their place of residence, gender, etc.
Our analysis aims to identify how users perceive the usage of LegitimID solution within
the academic context, what is relevant to them when it comes to digital identification, and
why would they opt for such a solution. Therefore, we select a subset of the observed
(causal) variables that specifically concern the users' feedback the use of authentication
solution. Causal variables record the values that respondents provided as responses to the
following questions of the survey.
1. How many hours do you spend on average per day online? (Number of hours)
2. Do you agree with the use of integrated software solutions for online identity
identification? (Yes / No / Don’t know)
3. Have you used digital identity identification solutions so far? (Yes / No / Don’t know)
4. I like the LegitimID application. (Strongly disagree / Somewhat disagree / Neither
agree nor disagree / Somewhat agree / Strongly agree)
5. I find the LegitimID application useful to improve online security. (Strongly disagree
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/ Somewhat disagree / Neither agree nor disagree / Somewhat agree / Strongly agree)
6. The use instructions were clear to me from the beginning. (Strongly disagree /
Somewhat disagree / Neither agree nor disagree / Somewhat agree / Strongly agree)
7. Using the app is easy for me. (Strongly disagree / Somewhat disagree / Neither agree
nor disagree / Somewhat agree / Strongly agree)
8. The application is useful for my security in the online environment and I would like to
use it in the future. (Strongly disagree / Somewhat disagree / Neither agree nor disagree
/ Somewhat agree / Strongly agree)
9. Do you trust to send documents containing personal data via email or video
conferencing systems? (Yes / No / Don’t know)
10. Do you know the meaning of the acronym GDPR? (Yes / No)
11. In general, Internet services require the consent of cookies (a small text file sent to the
browser by the site you are visiting). Are you used to reading the text accompanying
this agreement? (Yes / No)
12. How interested are you in knowing when, who, and for what purpose to access your
personal data when you are online? (Extremely uninterested / Somewhat uninterested
/ Neither interested nor uninterested / Somewhat interested / Extremely interested)
13. Would you agree that the library and/or other similar university services implicitly
communicate your personal data available to the faculty secretariat? (Yes / No / Don’t
know)
14. Would you rather have a digital authentication solution integrated with your
smartphone? (Yes / No / Don’t know)
15. Do you prefer a digital authentication solution that uses a physical smart card? (Yes /
No / Don’t know)
16. Prefer an authentication solution that contains your personal data: photo, name,
address, etc. clear printed? (Yes / No / Don’t know)
17. You would like a digital authentication solution in which your personal data: photo,
name, address, etc. are encrypted? (Yes / No / Don’t know)
We investigate whether there are potential underlying factors behind the user's
responses modelled through the 17 associated observed variables by conducting an
exploratory factor analysis (EFA). EFA searches for independent dimensions, respectively,
for such common variations in response to unobserved latent variables [13][3]. In EFA, the
observed variables are modelled as linear combinations of potential factors plus "error"
terms. The EFA describes each causal variable as a linear combination of common factors
plus a unique or specific factor as follows.
𝑋
𝑢 𝐹
𝑢 𝐹 ... 𝑢 𝐹
𝑒
𝑋
𝑢 𝐹
𝑢 𝐹 ... 𝑢 𝐹
𝑒
(1)
...
𝑢 𝐹
𝑢 𝐹 ... 𝑢 𝐹
𝑒
𝑋
where q is the number of factors, m is the number of observed variables (q < m), Xj ,
𝑗

1, 𝑚 are the centered causal variables (observed variables), Fk , 𝑘

1, 𝑞 are the

common factors, ej , 𝑗 1, 𝑚 are the specific factors and ujk , 𝑗 1, 𝑚 , 𝑘 1, 𝑞 are factor
loadings. Common factors are orthogonal two by two and are usually of norm 1. In terms
of matrices, the connection between the observed variables and the factors can be written
as follows.
𝑋 𝐹⋅𝑢
𝑒
(2)
where X is the observation table, 𝑢 is transposed to the factorial matrix, F is the matrix
of common factors arranged on the columns, and e is the matrix of specific factors.
𝑓
𝑓
... 𝑓
𝑒
𝑒
... 𝑒
⎡
⎤
𝑒
𝑒
... 𝑒
𝑓
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⎢𝑓
𝐹
, 𝑒
(3)
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.
.
.
⎢
⎥
𝑒
... 𝑒
𝑒
𝑓
... 𝑓 ⎦
⎣𝑓
The hypothesis of the existence of latent factors is induced by a significant correlation
between causal variables [1]. We tested the existence of factors based on the Bartlett
sphericity test; This is a χ2 test that compares the correlation matrix of the observed
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variables with the identity matrix (unit).
The computed χ2 Bartlett test of sphericity is significantly higher (552.21071) than the
theoretical χ2 statistics with m (m-1) / 2 degrees of freedom (5.99793765e-52), and
therefore we confirm that there is at least one common underlying factor behind the
observed variables.

Fig. 4. KMO (Kaiser-Meyer-Olkin) indices computed for the observed variables in order to assess their
factorability.

Furthermore, we computed the Kaiser-Meyer-Olkin (KMO) test to assess the fit of the
sample and the factorability of the causal variables. The calculated KMO indices are shown
in Figure 4. Most KMO indices vary between 0.5 and 0.9, with a global KMO having a
value of 0.75742012, which strengthens the fact that at least one significant factor can be
identified.
When identifying the number of significant factors, we found that seven significant
factors can be extracted from the observed model. Fig. 5 shows the correlogram of factor
loadings, highlighting the correlation between the 17 causal variables and the 7 significant
factors determined. Based on the matrix of factor loadings and the graphical representation
of the correlation between the initial, observed variables and the significant factors, we can
interpret the meaning of the newly discovered variables, the common factors of the model.

Fig. 5. Correlogram of factor loadings showing the correlation between the causal variables and the 7
significant factors.

We comment that the first significant factor is most intensely correlated with observed
variables concerning the fact that users generally: agree to use a solution for online
identification, they like the LegitimID one, consider it useful, has clear usage instructions,
it is easy to use, and they find it useful.
All of these elements are in agreement to interpret the first significant factor as related
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to the general idea that users are open to embrace a new solution to verify their identity
online, along with its usefulness and easy-to-use implementation.
Therefore, the most significant factor that can be extracted from the user feedback is
the generic agreement with the idea of the need to have in place an online identification
mechanism. On the contrary, users are not particularly interested in having a smartphone
or a smart card involved in the identification process. The second most significant factor
determined through EFA exhibits a strong correlation with the preference of the users for
having an authentication solution that contains the personal data clearly printed: photo,
name, address, etc. This preference contradicts, in fact, the provisions of the GDPR, but is
corroborated by the lack of a positive correlation between any of the significant factors
extracted and the observed variable related to the knowledge of the meaning of the acronym
GDPR, the seventh significant factor being negatively correlated with the knowledge of
users about the precise meaning of the acronym GDPR.
The third most significant factor identified from our multivariate analysis outlines the
user's preference to have personal data shared with other online services. This aspect is
relevant, particularly in connection with the LegitimID approach for a federative webbased digital identity solution. Table 1 provides the meaning of each significant factor,
along with the percentage of explained variance.
Table 1. The interpretation of the determined significant factors, and their contribution to the overall
explained variance of the EFA model.
Determined
significant
factor
Factor 1
Factor 2
Factor 3
Factor 4

Factor 5
Factor 6
Factor 7

6.

Factor meaning

The generic agreement with the idea of the need to have in place an online authentication mechanism.
Users’ preference for having an authentication solution that contains
personal data clearly printed: photo, name, address, etc.
User's preference to have personal data shared with other online services.
Reinforces users’ preference for having an authentication solution that
contains personal data clearly printed, along with the confirmation that
part of the participants in the survey have already been exposed to online
identification solutions.
Shows that those participants in the survey who have not been used an
online identification solution are against an authentication solution
which involves encrypted personal data.
Confirmation that the LegitimID solution provided clear usage
instructions.
Emphasizes the lack of knowledge of users about the precise meaning of
the acronym GDPR.

Explained
variance
(%)
25.63

Cumulative
explained
variance (%)
25.63

9.82

35.45

8.79
7.10

44.24
51.34

6.43

57.78

6.26

64.04

5.77

69.81

Conclusions

Digital identity provides a central solution to a wide set of interactions between individuals
and businesses and is an enabler of data protection that promotes secure access to online
services. Because it allows distinguishing and authenticating entities online, digital identity
is valuable in fraud prevention [9] and represents an anti-phishing facilitator.
The federative multifactor authentication system is an improved solution for
information system security, also advancing confidentiality, as no personal information
about a user is transmitted in the telecommunication chain. Furthermore, a federative
authentication solution does not need to store personal data from a third-party database,
guaranteeing data privacy protection, a stringent requirement in many regions, such as
European Union countries. The fine-grained design of the conceptual model of the
LegitimID system presented in this paper offers a valuable contribution to the information
systems security and a suitable basis for other security mechanisms and allows us to adapt
it to various business settings and connect it with third-party online services.
From the exploratory factor analysis through which we investigated the feedback of
LegitimID users, the most significant factor extracted shows generic agreement with the
idea that it is useful to have an online identification mechanism in place. The EFA
confirms, through the sixth significant factor, that the LegitimID solution provided clear
usage instructions to users. The seven significant factors extracted through EFA explained
approximately 70% of the model variance. Based on the principle of parsimony [10], the
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first four factors account for more than 50% of the overall variance of the model and
confirm the hypothesis that users are generally open to embrace a new solution to verify
their identity online, along with its usefulness and easy-to-use implementation.
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